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Note: Throughout this guide w secret keys are shown as solid colors.

public keys are shown as outlines.

1. Client hello

(=
Client > E}Q > Server

hmac verifiable
using

Client sends (64 bytes) Server verifies
concat( assert(length(msgl) == 64)
iacliauth(
msg: client_ephemeral pk, client_hmac = first 32 bytes(msgl)
key: network_identifier client_ephemeral_pk = last_32_bytes(msgl)
),
client_ephemeral pk assert_nacl_auth verify(

authenticator: client_hmac,
msg: client_ephemeral pk,
key: network identifier

)

First the client sends their | a > generated ephemeral key. Also included is an hmac that hmac is a function that
— )
indicates the client wishes to use their key with this specific instance of the Scuttlebutt allows verilyng thata
message came from
network.

someone who knows the

cama carrat kov ac unn In

iXFER: Secret Handshake
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Request number: -1 Body type: JSON Stream: Yes End/err: No Because tt

are part of
{ RPC heade
"key": "%XphMUKWQtomKjXQvFGfsGYpt69sgEY7Y4Vou9cEulho=.sha256",
"value": { stream flay
"previous": null,
"author": "@FCX/tsDLpubCPKKfIrw4dgc+SQkHcaD17s7GI6i/ziWY=.ed25519", All respons
"sequence": 1, same requ
"timestamp": 1514517067954, ) 9
"hash": "sha256", the origina
"content": { negative
Iltypell: Ilpostll ,
"text": "This is the first post!"
b
"signature": "QYOR/zU9dxElaKBaxc3CODJ4gRyZtlMfPLt+CGIcY73sv5abKK
Kxr1SqhOvnm8TY784VHE8KZHCD8RAzF11tBA==.5ig.ed25519"
}I
"timestamp": 1514517067956
}

Request number: -1 Body type: JSON Stream: Yes End/err: No

{
"key": "%R71JEkz271NijPhYNDzYoPjMOFp+bFWzwX0SmNJIB/ZE=.sha256",

"value": {
"previous": "%XphMUkWQtomKjXQvFGfsGYpt69sgEY7Y4Vou9cEulho=.sha256",
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