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Local-first software

You own your data, in spite of the cloud .
Al Ink & Switch

Cloud apps like Google Docs and Trello are popular because they enable real-

2018 E 128 time collaboration with colleagues, and they make it easy for us to access our "‘ﬂ"fﬂ"""‘"
work from all of our devices. However, by centralizing data storage on Adam e g
servers, cloud apps also take away ownership and agency from users, If a veteryan tosdenberg
service shuts down, the software stops functioning, and data created with Mark MeGrinagnay

@ Herb Caudill /Werds i ey

In this article we propose “local-first software”: a set of principles for soft-
ware that enables both collaboration and ownership for users. Local-first
ideals include the ability to work offline and collaborate across multiple
devices, while also improving the security, privacy, long-term preservation,
and user control of data.

We survey existing approaches to data storage and sharing, ranging from

email attachments to web apps to Fircbase-backed mobile apps, and we

A b t‘h b 'p examine the trade-offs of each. We look at Conflict-free Replicated Data

web app with no web server: e o Bl o

Rethinking the stack also being fundamentally local and private. CRDTs have the potential to be a
foundational technology for realizing local-first software.

We share some of our findings from developing local-first software proto-

types at Ink & Switch over the course of several years. These experiments test
— the viability of CRDTS in practice, and explore the user interface challenges
for this new data model. Lastly, we suggest some next steps for moving
towards local-first software: for researchers, for app developers, and a
startup opportunity for entrepreneurs.

tional cliont/servor)
rason Layers. Can w ol

30450 wed 405, 50 much effort gous dnto transforring and translating
orns A

11ate Unnacessaty complexity WAth & Deer-ta-peer Gesigs

This article has also been published in PDF format in the proceedings of the
Onward! 2019 conference. Please cite it

hings have changed a lot in the decade since the last time I built

e explosion in the JavaScript ecosystem, i ; Martin Kleppmann, Adam Wiggins, Peter van Hardenberg, and Mark
dricioworks McGranaghan. Local-first software: you awn your data, in spite of the cloud

2019 ACM SIGPLAN International Symposium on New Ideas, New Paradigms,
On the one hand, we've finally arrived at the promised land of code reuse. If and Reflections on Programming and Software (Onward!), October 2019,
methodology o pages 154-178. dol:10.11, 1013350737

technique 1 like to call “Importing codo that someane:

‘Wewelcome your feedback: @inkandswitch or hello@inkandswitch.com.

Contents
Motivation: collaboration and ownership

I Seven ideals for local-first software

1. No spinners: your work at your fingertips.
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uZInT9ILINkV+xywVgwknfCQguiTLAUaFR83F4t2915x1iidsG/76xhsjGvpsYugHd
Je9eap56mgOFEtI3kQT8/H6eDycaSTyXhejSeepvk9cP8r7spN3wlfq9VXBIzDtw
eLQSiC6C301U0uheKNo2agiMxvE8tNO43WAHXxGa3Z4KzsyeJaAOoFvohgtxjhGDbe
F32uclyq/5KwuIIRABEBAAHCWXUEGAEIACKFA16d50kJEM3QnPB1VobsAhsMBQke
EzgABASHCQMFFQgKAMEF gABAgAAChWQACKL4C /N/tG1Igl TOWORUUASTUAS12wK
HGGvuc9UvBa/+1B6Slaqe+33C8egrRefTaC7+AbQ2DXJIEvqVItajCNzNEi7Kyif8
1YhrIv/Lru7gdQ++EZCABsebI8iyAr2TkY+DOMZO+QOFbqDXNm+w14tBNOOHAFSH
UKAKE jKipEOQezZ0ObjoMbeB51pTDNOIUVIjh39KD2EY4eF0zLV18/r001Z53FYe8E
pjaYhCQSQA+4p09VPXSDGR63E/InqOh6SERTQTIwOgYC3itUIVBwE/ZjoA7uwuim
ME8tbcXdJ20bx£50uHyC6Y500ELCcKg7gfLkbMNSBUtVEC2EYu/RrnEn80Q9FVKp
h@ewpXGP3bwDIVbVeG40QWh/IGn81IdpphVFmO/rdpL6£I1IEANUWgLleQWhVHNMZ
84tI2xPAJj1ZBsUTiqdCEy0OC8AA4 Bm/0DIQQXLnZyAqX5HNY6ezsgaboD7hwghd
ImBwt+CRIf1Hsg8g0u5ir4LO2RHIL6EZ6Htag@Dwhy7qqcqQh9arwNGT2VZpVSWk
x+dnQ4H1PE£DeWWkbls1bpR2Ipzh0z2QZCP/td1lgXpPJowHxhgLk8Kos1bmQPIRXD
kOFypugXpYewSn+jjaAHCSV+09WrK8FuFTiKIx8bcXEtO0xrGBkZ8D6DxtcZpjuVIx
H2u+0TFa/SN5

-----END PGP PUBLIC KEY BLOCK----
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4 M /KeybaseProofs - Posted by u/HerbCaudill 10 months ago

My Keybase proof [reddit:herbcaudill = keybase:hc3] ?ﬂiiﬁﬂﬁ
(267kzeIrmI3MI7WkN26NT3-QnResnghL2CeN1fC3wv0)

Keybase proof

I e HerbCaudill / keybase,md 2 Edit Ul Delete R, Unsubscribe Tr Star

i Created 10 months agc

* herbcaudill on reddit.

<> Code -O- Revisions 1 Embed ~ <script src="https://gi: (]} (] Download
* hc3 on keybase.
Proof: [©) keybase.nd Raw
Keybase proof
4 I hereby claim:

* | am herbcaudill on github.
® | am hc3 (https://keybase.io/hc3) on keybase.
* | have a public key ASCf7bop30lk9KoD2a9HYRGVxdH-dN3B_WO712k4HtkP-Qo

To claim this, | am signing this object:

¢
{
"body": {

"key": {
"eldest_kid": "01209fedba29df4964f4aa03d9afa7611195c5d1fe74ddc1fd63bbd769381ed90ff90a",
"host": “keybase.io",

"kid": “"@1209fedba29df4964f4aa03d9af47611195¢5d1fe74ddc1fd63bbd769381ed90ff90a",
"uid": "3bd4adc3ba8765915293ac0f7e%9e9119",

o ©
Keybasett&iEPA « B 00:13:51

00:13:07 * Herb Caudill

JLERI, A—RKATY Keybase, JaR#E 2020 F¥ Zoom KT . Keybase AAMREBINEIE, oY
social proofs, HEtEM R EREIIERR: #RE Twitter. GitHub = Reddit XAEHI M3k b & —10 5500 %
IR, BROAAMREREHE LN RRERER, 25, RTUABCHNERATE, 11T LEN
ASBEXNEEL, BHBIRE GitHub SIKES, SIS ZRENEH.

00:13:55 + Herb Caudill
LR, XSMBASLRELWE, EXERARESK LM, LBANFZAREBEAEZ AL, &
N, MEBNZELEER Keybase,
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Signal. WhatsApp 51%& %4R

NEWS

Home | Israel-Gaza war

Monthly global unique WhatsApp users 2020-2024
Published by Laura Ceci, Apr 4, 2024

ol® VBTSN T NI e) [Ta (le RGN da)a Imost three billion unique active users worldwide in June 20248+l

corresponding month in 2023. The popular instant messaging platform, which hit two billion monthly active

communication channel for global smartphone users in 2024.

Bob's DH ratchet steg

TECH / FACEBOOK / APPS

WhatsApp now has 2 billion users

—.'1 / And it has no plans tc
— Al & =1, tn-end encruntion

TheVarga / Tech / Reviews / Science / Entertainment /

FacenooK's WhatsApp messaging Service Now nas 2 bIion users

‘worldwide, the company announced in a blog post today. up from 1.5 ST ROP KR
billion and 1 billion users in 2018 and 2016, respectively. That compares
P j i 1 EcoFlow's $2
10 2.5 billion users for Facebook itself, according to The Wall Street PowerStream
Journal, and | billion Instagram users (although that number is from you might bu
June 2018). olar genecac
WhatsApp used the milestone to reiterate the importance of encrypting 2 Ventje tums
Mobile messaging service its users’ messages. a practice that is coming under increasing amounts into a very ct
month, Facebook has refy of pressure from lawmakers around the world. Governments argue that Ep—
The Facebook-owned app being unable to read people’s messages makes it harder to discover -
Mecsanger mabile app. ‘when the messaging app is being used to facilitate terrorism. child 3 Google '“;
The company said 42 billic exploitation. and other crimes. :m..:,,’,.,. se

WhatsApp daily.

But one analyst said What

key markets.

“There are big markets wh
Kent, mobile analyst at IH

Signal§WhatsApp#iE & « B 00:15:01

00:14:11 + Herb Caudill

“For all of human
history, people have

haan ahla tn

WhatsApp CEO Will Cathcart says that
the company has no plans to disable almost 28 ye.
encryption on its service. “For all of

human history. people have been able to

4 ICQ s shuttir

A big list of t

EFXRTTRE. EHEHMERLERARD, & Signal ik, FIFHEE Signal KA, BEERARE
S, FEHERLEXMERBBAKBOAER, ER, BT 2016 F, WhatsApp —RZERMILENE
HAFPRALT®AGME, SRHRAF A, 045, BFER WhatsApp WABEZBR =112, ER

AERE EERRSZNBETIRZ—,
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A2, WhatsApp o Signal 22BBA8 7 1+4., M Keybase = PGP XA ME|? ©A1ibmZ AR EE LR,
XEEHR—ANBE: FREILBRXNMARE L —NEH mESERELNGNINAELAECHEA,
FROTERFEEE— ALK ERKEREA, RAIBEFLRELRLT, ERIU PGP HAT . B
Bl RRIERKIXEE, ARFEIL B R,
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EXAMERE, FABBREER, APAERETEZEFREAN]. Ink & Switch 97 TTA Peter van
Hardenberg &1, MRAFEITEEH, MRELAT., AT, EXLEEEEBMALIRT, ER
ERAPARETHRASAA T, AMEFTAEEELERREH, RESEN TR, XEBE—MIFRLHE
SAEIE R,
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TOFU

trust
on
first
use

B IR RMEE

TOFULE#5A%ER - @@ 00:18:01
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BEA—NE-: Alice BiZEE LK Bob #&MA$H? WhatsApp. Signal ERAXA T —Fay
TOFU ®y/ps%, WEh=Z Trust On First Use, BXRERKRGEE. CHEEE: Alice MIREMEE, BOE
—REFES|WFE Bob HIRHE. Alice BIREBAIAL % Bob BIiRE, Bob WIRERIEE CHAHLXE
k, RARMEXRAHAH. NG, BT UAXEERAFITHLIAE FMERLEXER,
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AR RREIE, EXBRNRE, FREERRMEIMRER, thin, fRE—AXEEITARA, A
Firefox MA&Z Chrome, XXNARZXKM, AME—EFARNRE, WRMREEFH. #THFH, =K
ZIMEREFERIMNL, FOERERRNEE, WE Bob EFLENA, BRRWOBHATREREZT, Bk
%,
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R Bob EFLETNA, HMEE—NHAHALL Alice, Alice (REXANNA, RATLEHMEDE
TR ES Bob B, TE, WhEEMEXRERE. T, XFAARE ERERNEE, MEEKXRE
RETEEE, BEELREWKRE, BRTINEEFERLLEN, XEFENEE.
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Lycamobile ¥ 155 8m

men g
Verify security code < Verity Safety Number
vou, S
) You have not marked | as
verified.

Tap to Scan

o 04260
474 7995 5

14631 02 7 18219 7360 54904 54746 72911 56919
o 6778 50962

880%0 A 45916 gg(ﬁ& 80507 76408 31996

e 400 30669 01574 50321

jour c,on‘l&dsphonp'm If you ¥
gean the code on you s verify that the -!'v.v:':e::i‘l.:: verify the ':E'L:HJTY uFJuuv end-to-end
ask them 10 scan your cot® e end-to-en' with lJ‘L)lumlm';ow‘:lu-r (;;-::.:nu--» e

s with them ar ol
\so compare the nUMB!  Alternatively, you can scan the code on their phone, or ask

messages and call
i s | them to scan your code.
"'“"“5"“9‘1' is oplnonul Learn MO

ove to verify. This 4 Learn More

v Mark as Veritied

ab

WAMIAT 485 - miEm 00:18:51
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WhatsApp #o Signal &3/ A RN, BiLAFPENZLERLLTH, XEKREHE PGP %4
BLE RSN TR. TREBAFPRAL SIS, RECHREMRE, WAKREME, AT, ZEHRE
TgR1E, BB/ RFRRALAREM,

Local-First / bd.ailishi.ai Herb Caudill / @localfirst/auth


https://herbcaudill.com/words/20240602-local-first-auth
https://github.com/local-first-web/auth

®a

&
0 &)
e
<
16 \: 120 REIE

PRI Y BRA « B 00:19:23

00:18:54 + Herb Caudill

XA EREENEE, BERET BRI ZARE, ANAZBRRNTT, REZRIE—K, BEmRAE
MA, MEZXNSNR, nRE AN, MEEN—B 1R, REFAMAIER, XGERSTHET
TR ER,
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R Alice 25 Bob EI#%H, HAMBEMBNANA, ARAMNEMRBEREARMEE, BLAERESE—
REENRE? —MAER, Alice BRNFIMSELAZT—N—RMEDSL, TUYEEF Bob, "TIHUKERM
, WA LMER T BEAERN. 5 Bob BRAMNEMEE, /S, Bob MIREERERK, M Alice B93%
FRMA— M E IR, A B DAEX N O 4, XE—EY PAKE BITHIX, &FE
Password-Authenticated Key Exchange, HgtE 04 IAIESE4A X 2,

00:20:17 * Herb Caudill

XEHNRERRE, RE—NBIHA OSNER, BESUEEEHNERAEN. XAMFRANZATIERN
TR PAKE: Alice thanE o4, REibiaE9230IF Bob, T RIS R, B AfZEE B B BEE,
TRESEROR R, BANEMRBIIF—MAMARR, ZEHIES — LR RN M, %ZELM?
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A — M AER BN U A SERAR PAKE, BIMAT —SEZHE], EE = A MaEs% TRIIE, Alice 8
A& REIED R % Bob, REREMAOLSKERNMEIRS Charlie, MAREOSEAT XL, HE,
Bob A O4 4 K—13EBH, %&3%% Charlie, Charlie 3IEX 2 EH, HIa Alice #iiA Bob BI& 15,
Charlie BEATEME DS, HWAMIIX—K. XE—MRIIDEIE.

Local-First / bd.ailishi.ai Herb Caudill / @localfirst/auth

29


https://herbcaudill.com/words/20240602-local-first-auth
https://github.com/local-first-web/auth

= s Keybase

T “ keybase #general N6
FY1S W CHANEEU U1 URIAUIL RIS Diars 101 s rvesssany oo, S e egpre
are hitting the limit so jr's less we

max 2:46 PM upgrading right now.
Np!
oconnor663 = 5:07 PM -
tammy 56 PM @chris Sweet] (0 M keybase 16)
exciting time: #general
vLonoros
1 ileb @chris Sweet!
nextinpact 53PM cecilel [
xerome: Bonne année Team announcement GIFFF N
‘5’ cecileb
Team announcement GIFFF

chris

team page would be
keybase.design
chris: cool, the website

+196 more

g keybase

#bestcoast

#design °
#frontend

: Jjinyang
#kbfs

Cute!l! -
fusc Ship it!
@ chris
3 o Ship it! 1@ @ o
{ *": #random
cecileb #releases , Be

SONgEao is typing

KeybaseZFAKRLS « B 00:22:16

21 + Herb Caudill \ o
Q.I;;lslsKel;base Keybase BT —FERATHREMIEA (social proofs) BIH %k, f‘@fl]fi?ﬂj«fjtﬁ
N —FREM Slack BRI ABIR N A RIREFBIAN, EAFHEA R AR AR E©AE, Ef1EIR
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SeitanfR&TOFU « @& 00:22:56

00:22:36 + Herb Caudill

Seitan Tokens: Say No to TOFU

NOTE: We've enhanced the security of this protacol in V2, check out the doc for the latest and greatest!

When Alice wants to invite Bob Inta her team, and Alice only knows Bob's phone number, she can do So via
Seitan Tokens. Typically, sharing of this form is TOFU, or “Trust On First Use", For example, Allce can ask a
server 1o send an email, SMS or push-notification to Bob, and once Bob presents that token back 10 the server,
Allce will et him nto the team. Bob has proven ownership of whatever address the server sent the token 1o.
However, in this example, Alice s trusting that the server doesn't send that token to Charlie Instead. So Alice
must trust the server does what it professes, and she doesn't have mechanism to detect malfeasance. Once
Bob (or Chariie) s allowed in, then Alice can at least ensure that Bob (or Charlie) isn switched out on her at a
later date,

Seitan Tokens are better. Assuming Alice has a pre-authenticated channel open with Bob (via IMessage or
Signal, let's say), then she can ensure that Bob s getting in, and the Keybase servers cannot coerce her to let

Charlie in surreptitiously

Seltan Tokens now power the “Invite Contacts to Team" features on the Keybase Mobile Apps.

T2, MR HE T —Fuy Seitan B9 R, XNPIMERET: seitan, LA ETEH, b tofu—F/&

— B4, RE 2020 FREXLEBM LI T XML BERRANBLEE, CRBEHENEE

WE=FRIE, TEXKEEMETT Seitan WITIEA RN,
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2 "$R bob" /

3R BIE S IAIEASA - B@ 00:24:01

BatteryHorsel23!
[

seitan (M) A H

3 e,

Seitan SRR + EiE 00:24:51
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00:24:29 « Herb Caudill
B I BRI
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Backchannel
A relationship-based digital identity system s . ‘ Identify your contact
To identify each other in the analog world, people use rich biological and 7 l Ink & Switch
physical cues such as eye contact, vocal tone, and hand gestures. But to iden- K!’—Ja‘|fsa fae McKelve
tify another person online, most applications offer us user profiles, which can B__J_/_ox_enramm Royer
be limiting both from a collaboration standpoint, and for security reasons. Chris sun (daiyi)
This article introduces Backchannel, an identity system that adheres to design Cade Diehm
principles leveraging trust in relationships. Peter van Hardenberg
September 2021

sign, users are assigned a number ina database and
can personalize their public identity. These profiles are usually owned,
controlled, and moderated by a single authority. You have used one today: a
profile photo and “real name” for yourself, locked with a username, pass-
word, email address or phone number. This design is ubiquitous.

In standard user profile de:

resent significant challenges when used between
small sets of trusted participants. They are vulnerable to social engineering
attacks, context collapse, and depend on access t0 cloud resources through a
his article, we propose an alternative approach that
files with trusted digital relationships.

However, user profiles p

replaces self -~described user pro

Backchannel is for

BACKCHANNEL USER PROFILES q
local-first names a|

globally unique sy

cryptographic keys|

Using Backchannel as a model example, we propose four design principles for
trusted digital relationships. Then we used Backchannel to design and build

three sample apps: chat, location sharing, and document preview. We also

rosted these designs with journalists, researchers, and designers. Based on
t-man ohallonoes and recom-
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