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Encryption

Alice and Bob want to communicate
secretly, but only have an unfrusted
channel.

Encryption lets them secretly
communicate even in the presence of an
adversary who sees their messages.
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Key agreement

Cryptography requires users to possess keys, or cryptographic secrets.
Key exchange or key agreement algorithms let two users establish a shared key.

- Underlying primitive for TLS, SSH, Secure Messaging

- What if there are more than two users? What if we have a group of users,
e.g. secure group messaging?

Pairwise key exchange: n choose 2 = O(n?) protocols; O(n) adding new user
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Continuous Group Key Agreement (CGKA)

- A Continuous Group Key Agreement protocol lets a dynamic group of
users agree on a sequence of keys over time.
- Key primitive used for end-to-end encrypted (E2EE) applications.
- Each user keeps an individual secret sk and publishes a public key pk
- Protocol maintains a group secret s accessible to current group members.

- Four CGKA operations:
- Init(): Creates a new group
- Add(id, pk_ ):Adds a user id to the group (via public key pk))
- Remove (id): Removes the user id from the group
- Update (): Refreshes the user’s individual secret and also the shared
secret.
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Example CGKA usage

time User Operation Log Group Membership Group Secret

t=1 Alice: Init () {Alice} {sk}->s,

t=2 Alice: Add (Bob, pk,) {Alice, Bob} {sk,, sk }->s,

t=3 Alice: Update () {Alice, Bob} {sk’A, skB} > 8,

t=4 Bob: Update () {Alice, Bob} {sk',, sk’ .} ->s,
t=5 Bob: Add (Carol, pk_) {Alice, Bob, Carol} {sk’A, sk’B, skc} > 8,
t=6 Alice: Update () {Alice, Bob, Carol} {sk”,, sk’y, sk} ->s,
t=7 Carol: Remove (Bob) {Alicer, Carol} {sk”,, sk }->s,
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; . Dots represent new group secrets over time.
CGKA securlty propertles User id is compromised at the time marked X

and performs the Update () marked with id.
(St —@ e x>e—@—re—re

Forward Secrecyp Post-Compromise Security}

If user id is compromised If user id is compromised, all

(an adversary sees sk and the secrets defined by their next
current s), all secrets prior to their Update (), and produced after it,
last Update () remain unknown are unknown to the adversary.

to the adversary.
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Local-First setting
- Local-First applications need to be secure.

- CGKA schemes implicitly require a central server to broadcast operations in a
consistent order.
- Disagreement over operations is a potential source of bugs and attacks,
c.f. “On the Insider Security of MLS” [Alwen et al. 2020]

- Local-first, decentralized setting:
- Operations are causally ordered
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Decentralized CGKA (DCGKA)

- Research question: can we design a serverless CGKA scheme,
compatible with local-first applications?
- Yes! “Decentralized CGKA”
- Causal TreeKEM [Weidner 2019]
-  WKHB scheme [Weidner, Kleppmann, Hugenroth, Beresford 2021]
- BeeKEM 4% [this work]
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|Idea: Build a CGKA that is a
Conflict-Free Replicated Data Type (CRDT)

- CRDT: abstract data type suitable for local-first applications.

- CGKA operations (Add, Remove, Update, Init)become CRDT
operations.

- BeeKEM % is a DCGKA designed by Ink & Switch from this idea, and is thus
suitable for local-first applications.

- Question: what security properties should hold for decentralized CGKA
schemes?

I8 CGKA ¥z A CRDT + B 00:13:55

00:13:08 * Derek Yen

CRDT B2—M#ZHIFELR, ERLAEERTAMMKENA, CitENBI AR % —FMEIELSEM,
FEREMNAF TUEAMERE CHElR, EXE, HRAITHE CGKA BE/E/EA CRDT gy#tE, ENAlE
AR EAR CGKA #1E, WBtZiXA CRDT & A M#E,

00:13:43 + Derek Yen

BeeKEM IEZ#ZXANBERRITH: ME—NEKRE®E CRDT 8§ CGKA AL, fBEMN—FIEmtE [AHt
RERR. FITHLEHINE, —NEROEIIEZ: EF WML CGKA REEHLLZ&MR? BIFLER
Bt CGKA BEERNAIRAEEMELARE RN, BERATEMERE, RAXEERAR T X
REHF 2R ZE S, MIEREZEEZRELRF T,

Local-First / bd.ailishi.ai Derek Yen / BeeKEM



Box et

DCGKA security properties

CGKA security properties must be stated using causal order instead of total order.

— and [ et have natural

generalizations.

New security property appearing in the decentralized setting:

= (G ST compromising a user on one fork does not reveal
secrets from forks that occurred prior to the user’s last Update ().
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Nodes denote group secreks; the marked nodes are Update () operations
performed by the user “id”.

The user “id” is compromised at the point marked with an X.

Group secrets protected by:

- [blue, solid)
Sl ost-Compromise Securityfired, horizontal stripes)
- foranc )
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pk_Lleft ct = Engrypt(dk; sk_Left)
ct sk_left = Decrypt(dk; ct)

secret: sk_left

dk = ShareKey(pk_#A, sk_B)
= ShareKeg(pk_B, Sk_n) _ Bob

Alice
pk_A Diffie-Hellman pk_8
Key Exchange

.

secret: sk_#A secret: sk_B

Invariant: if you have a child’s secret key, you can get the parent’s secret key.
- Corollary: all users can access the secret at the tree root.
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Why use trees?

- Naive solution of maintaining every user’s pk and encrypting separately to each
user:
- Encryption costs O(n).
- Changes to group membership cost O(1).

- Instead: distribute a symmetric secret encrypted under each pk.
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BeeKEM implementation

- BeeKEM implemented in Rust
- Public repository on GitHub

- Used in Ink & Switch Local-First applications, e.g. Keyhive (collaborative
document editing)

- Achieves O(log n) performance in the normal case for most operations;
Update () degrades to O(n log n) under concurrency.
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BeeKEM is performant:
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Summary

- Decentralized setting poses new security challenges and requires new
cryptographic protocols.

- BeeKEM is a DCGKA designed using CRDT principles, native to local-first
setting.

- BeeKEM has a performant implementation, showing viability of building
secure local-first applications.

BeeKEM implementation Ink & Switch Website
[=] =053 [ [=] 5k ] [m] e [m]

% : 2

[=].2%

)=
BeeKEM paper preprint

RED, FUERARSHFRER - B 00:27:30

00:26:56 * Derek Yen

R BUEBZMXFE S R Z R P OMIFE, BRTREEEZERATAMMRENA., Hi169 DCGKA H%
BeeKEM 2B PR & HlHAR X R M RENZIT, EfREER TAMMBILIER, B©F — Mtk RIFHE
N, BT MEREAMMENANTITE. KE2JUNEEE: AN 4BHEM GitHub LAY BeeKEM
iiﬂo

00:27:26 * Derek Yen

FE B RATEI XTNEAR, N BeeKEM HIE R, REMIIAMMRETME, BRIEERM. EME Ink
& Switch BYRI¥E, XB—MNEAMMIATBM T R L TR~ L THE, WRZF0EA YT i,
RAEET AR, WEARK, BETRAMNREE,

BE: B X KERMA AR
00:27:48 « THEA

FRANEBT Boxeern, EE—NEMMITF, RAESXKEREMALF? MRPNFREEXAN
MR, R E SR R A A7
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Nodes denote group secrets; the marked nodes are Update () operations
performed by the user “id”.

The user “id” is compromised at the point marked with an X.

Group secrets protected by:

- ()
SlP ost-Compromise Securityfired, horizontal stripes)

EE R ERANZSERRER - BE 00:28:51

00:28:08 * Derek Yen

KEMRIFE R, HE—MIKE, BeeKEM LI T —MEL X 2N, MEET RXMRE T ULE AR

BN DCGKA A%, st Causal TreeKEM f1 WKHB, EATI/EA RERBRK, FIARS A BT
A AR, BRI% Alice 2 Bob #EZ—NRERK R, MAIHFLMEB LR T —REH. TELIAH
ANFEME, —ANm@ Alice £X, H—/NdE Bob E X,

00:28:54 + Derek Yen

T WKHB #o Causal TreeKEM XFANERIA EF, WMRKEEEXFD X LHKE Alice, FRERT AR,
PR FPRS, BTREWAKRIESTHITHE Bob A —FKo X LAFME, RIGLRTE, BAE
AANAES, BARNKEETAEALR, BEXAMIFEEREH LR TRIRAE S A EREMENE
B, EAXENFRERHL”EN,

00:29:29 + Derek Yen

CMERRF LRAELEXR, IR, RIRAEERARERZEMERIEEEER, B2
W, BAaXReEMBRAMTL? BB, RERNIER: EFEFLNERLT, BMNEFENH Mo X
TR EMRERIE, MXFNRIE, FREEENMEENRAMTREMEREL,

00:30:13 * Derek Yen

REE,

00:30:15 « THEA
A —ANEEL,
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00:30:19 * Derek Yen

¥, RLRBIZER, HFEFRE: “RIAA DCGKA AT IR R A7 XATURIE T R ZAEHRE
A? TXEANFEE, A—R/BNAZAEEI: WREFE BeeKEM BITEIA, KAMBANEPREIMHNZ L
MR, LRI X BRRNERT—®, RAENBHN=FER, EEENLZEMER,

00:30:51 * Derek Yen

REAEH DCGKA #ELBEEX =AM, (B BeeKEM LfriAE|M% 4N, —NERDHITH
kappa BSHIRAT ., XNSHREINT ZEMEE BATFTRA N H KN ZREA" ZBHNRE, FHR—F U
tF DCGKA, HEE ZHEP ML, RtheFE, RTEIFLCREZKIAML S XfnKetE g
Ko

00:31:30 * Derek Yen

tetm, REFIFE Alice, ERAREEBEER=ZR, HETEFRFN. BERUE, RIMHRFLAEME
RERALARIER, MBNAMET KEHE SREXZE, BEAABEEHINELLRK, T
BEFF A TATo

00:31:57 + Derek Yen

Fil, REB—MAE BEREBEFIR=ZRIEGEMRST, BLRAX—A&, Alce REBREBATIA
MEENTF L IBRA, HPTREAREURRA, XSHEMEIFTRZLME: R Alice BIIREHIKE,
KEBMAERBRERER, SETFESHENEME, kappa HRHMEREMEEIANEL X, KEE
B AREA Z B AR

00:32:34 + Derek Yen

ER R A, ROVEXMT/EFIEEH, EOE BeeKEM B, #LERTHWTRHMS XM 2 8 FEX
FERE, AN ERTEXHERMLE, BRINTEBH—FHR, XMREREEXNAREAN, TEF
R EAET AR E .

00:32:57 * Derek Yen

HKANVZEEXT BeeKEM B—NEAR, SHELINEBNLZ LM, ER/RNMERNHLANERBEARE, BREK
B, WANFEZEFEMBEXAMMBELZE MR, LHEERMMILEITES, RINALFLARE
e, ERMEEDEEINESRNERIETR. EVRBANERINER, XFEZRFE—
KA,

00:33:30 * Derek Yen
T, RIAAXBRRARPREZH— DRI, XHEEZREIRMED? N TR ER 2K,

BE: ZERSETEEA CRDT

00:33:53 + Derek Yen

HBEIZ—NEA, FEINAENAIEM: BeeKEM fn CRDT #EBRIEHF L IRME, HEZEEHEANL
MRUFRERSAEAE, BEMTUERE FIRFELRAAREE? "HEE, XA EEE RN T
Sel,
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00:34:14 + Derek Yen
REZMNERFX—MSY, —HEE%Y CRDT faAMibeX®RE, AT, XNEBEELSKHE,

j8]&: BeeKEM ERHA

00:34:25 « A
HE—ANER: RITRERETATR BeeKEM 89?7 EXMITEH, RUESERAER. HA FEBHNTELZ
/NS

00:34:51 + Derek Yen

R BeeKEM SAE—ANESIIM B RNE, REERE| Ink & Switch 895 — AN A Keyhive AT B.
A, LFRAENIRFEFAREXME, & Ink & Switch, BA1EF LT Keyhive, A T HEXMNMIE XA %
B, THKREXA DCCGKA A £, FIAT#EH, LA Keyhive, XhZE BeeKEM SZFri £ N A2,
FERIEM, WITERIMALEKE CRDT,

00:35:26 * Derek Yen

XWEZOCER, "X E, BeeKEM BTEZ A ART, Wt 2RI M (Asynchronous Ratcheting
Tree) B9 CGKA tiXF ik, &ERBNT ML CGKA HE TreeKEM R B XNF K, XABE
BeeKEM BB AMIR, HI, F— DCGKA # £ Causal TreeKEM, it BeeKEM A RFHIF M,
TURECHERR R, 0K, F_NEAERMTLKE?

00:36:07 = ZHA
EXMTEE, RESHRERIRARR. RILRXE?

Bl AL PR R AT & L

00:36:16 * Derek Yen

MEMAKY, EWATERDE, REFNEEEHREFANXMURE, AL ERRTZHT R,
BREBRHN—ERE, BAIAAVERERFZRAGXANIMEIFEER, HEFREERERMRLIR
. thim, ﬁ%ﬁ']»%im% ERHARARS B LHERE], WBATLBINIEREERSR?

00:36:49 + Derek Yen

= T AR BeeKEM, Ff0 Ink & Switch B &1EE — ML MHIERN, RAEIRR, BOURIFEER
SINIREPR BN X P SRR S B KR, N —NEEBFERE R, KIS0 A0 R X PR
B, IERMRIRIT. XMW, FEEREARRSEINERAEFLAR, BREZN,

00:37:27 + Derek Yen

—HPCR, A —SKHARBEEAZRNREBEZE, RABIMTIRS E/EH TR RRIR, Fikikixi
Bk, BHRINA, AMARLEMRRN., TEBRREENT R, HAREENCE, KR, XEMR
AERBHNRE,
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00:37:47 + Derek Yen
BRBRX—TWRENS DR "XHENFEWRAR, EXEFEY, BAAEEZEFRIEAE M,
EXHg?

00:37:56 * Derek Yen

AR A Brooke WIS LR, ERERIT. HIAN, XEBORTRANH, ELBREELMIR, XY

A XAF A RARE . EERSHENNSIEZRT, AW, ARAREETRRIARLES, A
TiLEAA R A AN R, BT IMEXRERET, —MRERANTER, EEESEUAE
HIRR A

00:38:33 + Derek Yen

N, REZEI SN LIRS, MYUMMRSEEE XMRAEE RN, BBE, (REFLER L
LRSS EWN AL, NER L, EAFTIMAX G XK R, WREENEEREKNHRE,
h R E BRI AR e [ 5 Sm R P A B9 25 A

00:38:56 * Derek Yen

WAER, FMALANAF ZEE I HRANERE, SR EMERIRASE. Bit, wRERNEREL
FRAPEIANTERE, LN, RERFRRAEME, BHRFTLEEER —MET: REAIRAR
M, mAILETAR P ERHN R,

00:39:22 « Derek Yen

AN ATREERESGFE—MERE, WMEAFHRMN Brooke ik, A8 Brooke fuifh—& 55
Keyhive BIABIERE: AP REBEE SUEA ERA, tLRIRAZEEEE, # Keyhive RXEBME,
AR AR MERAE HMERERE, [EARLZ Keyhive 48 W,

00:39:51 * Derek Yen
IX b o] FRER AR 4T o

B]&: FH BeeKEM {80 X~

00:39:54 + Derek Yen
YA AH BeeKEM MEIRE A, sefREgER. FIaIzhae? ~

00:40:00 * Derek Yen

R RRESEZEXNIAHA. BAEKH, WRIEAEFMMAR, AEBHN—SE: MHEibHAM
A, BREFEREZ AP OMINEN—LRE, thin, P OAIFBENEZREENLE S XKFoH L,
RENE—BAABL—BRRNE, $EMEEFEIET.

00:40:45 - Derek Yen

BREEZNF, BERNLREE, BRMEMFNAZERENE H OEIE LRSI EEIK, AEA— AR
FebE, mMAFTAEALRREIKE, BlinEfhABEEASITE, R CEARMMAILIFE BB RER, BR—
R R AT REIEITT EAR LI, SMEH I 4E.
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00:41:24 * Derek Yen
XEREFEP MR FHMERRBRE S, HRBEFENTAET, CREMBEX MMM, i, &
BRANLHBE, EF—FFZT —XHWHFLEMBlFT—EBEDTRREXIDERERE, ERRIRNIE
RREF LT, I, IR RIEBR—L,

00:41:51 * Derek Yen

I, BEFHEERLEINEB—N—RMENEE, BB, BIrTREREILL BeeKEM XFFREEF WL
K —, MESMMRNA, REAANZeMAEMERSBARR, ##K, XTRAE—MR
FaEZ,
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